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Cybersecurity Specialist (Red Team)

Apply Now

Company: NielsenlQ

Location: Algiers

Category: business-and-financial-operations

Company Description

Data Impact by NIQ is an e-commerce analytics provider. Our customizable, intuitive platform
offers the most accurate and reliable digital shelf data available. The creator of industry standard
location-based data analytics, we continually develop new solutions for our clients.

Our Marketplace Sales & Share suite empowers brands to maximize their sales potential
while our pricing, visibility, content, distribution and e-media modules equip brands with
cutting-edge solutions.

NIQ, the world's leading consumer intelligence company, is an Advent International portfolio
company with operations in 100+ markets, covering more than 90% of the world’s population.
For more information, visit .

Job Description

Cybersecurity Specialist (Offensive Security, Red Team, Python) - Pune,India

With us, you can look forward to :

Working in a dynamic start-up atmosphere with a team that is both young and experienced.

Developing your career in a diverse and international environment.

Enjoying a friendly, relaxed work atmosphere that fosters autonomy, trust, and challenges.

The role :
As a vital part of our Security Team, you will work closely with our Scraping Team to

address anti-bot countermeasures implemented by retailers or third parties. Your tasks will span
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across :
Qualifications

Overall years of experience : 5to 12 years

We are seeking a highly analytical and structured individual, who is ready to bring at least 5
years will be coherent will the overall years of experience)
Key competencies include :

Advanced proficiency in C++ and Python.

Instrumenting Android applications.

Familiarity with Web Application Firewalls (WAF) and client-side web security.

Deep understanding of networking, particularly STACK, HTTP/HTTPS/TLS.

Ability to think outside the box and approach problems creatively.

Significant experience in hacking/security.

Competence in Javascript (5/10 is enough to understand client-side security)

Code source de-obfuscation skills.

General knowledge about browsers and web drivers.

Proficiency in Linux.

Preferred tools of the trade :
Burpsuite for intercepting mobile or web traffic (or any HTTP proxy such as mitmproxy or

Wireshark)

Frida for bypassing mobile network security or spoofing location

Postman for APl communication

Capture the Flag (CTF) Experience:
Having participated in CTF security events is a plus for us. If you've ever joined this thrilling
race against the clock, your skills in identifying vulnerabilities, devising solutions, and working

as part of a team would make you an invaluable asset to our team.



Data Impact by NielsenlQ is not just a place to work — it's a place where your work will be
making a substantial difference. We offer real opportunities to grow and challenges to
overcome, which makes every day an achievement. Join us, bring your expertise, and let's
revolutionize the e-commerce industry together !

Additional Information

Location : Hydra, Algiers

About NIQ

NIQ is the world’s leading consumer intelligence company, delivering the most complete
understanding of consumer buying behavior and revealing new pathways to growth. In 2023,
NIQ combined with GfK, bringing together the two industry leaders with unparalleled
global reach. With a holistic retail read and the most comprehensive consumer insights—
delivered with advanced analytics through state-of-the-art platforms—NIQ delivers the

Full View.

Apply Now
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